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Challenging local realism with human choices

The BIG Bell Test Collaboration*

A Bell test is a randomized trial that compares experimental
observations against the philosophical worldview of local realism!,
in which the properties of the physical world are independent of our
observation of them and no signal travels faster than light. A Bell test
requires spatially distributed entanglement, fast and high-efficiency
detection and unpredictable measurement settings>*. Although
technology can satisfy the first two of these requirements*~7, the use
of physical devices to choose settings in a Bell test involves making
assumptions about the physics that one aims to test. Bell himself
noted this weakness in using physical setting choices and argued that
human ‘free will’ could be used rigorously to ensure unpredictability
in Bell tests®. Here we report a set of local-realism tests using human
choices, which avoids assumptions about predictability in physics.
We recruited about 100,000 human participants to play an online
video game that incentivizes fast, sustained input of unpredictable
selections and illustrates Bell-test methodology®. The participants
generated 97,347,490 binary choices, which were directed via a
scalable web platform to 12 laboratories on five continents, where
13 experiments tested local realism using photons*®, single atoms’,
atomic ensembles'® and superconducting devices'!. Over a 12-hour
period on 30 November 2016, participants worldwide provided a
sustained data flow of over 1,000 bits per second to the experiments,
which used different human-generated data to choose each
measurement setting. The observed correlations strongly contradict
local realism and other realistic positions in bipartite and tripartite!?
scenarios. Project outcomes include closing the ‘freedom-of-choice
loophole’ (the possibility that the setting choices are influenced by
‘hidden variables’ to correlate with the particle properties'?), the
utilization of video-game methods'* for rapid collection of human-
generated randomness, and the use of networking techniques for
global participation in experimental science.

Bell tests, like Darwin’s studies of finches and Galileo’s observations
of the moons of Jupiter, use empirical methods to address questions
previously accessible only by other means, for example, by philosophy
or theology". Local realism—that is, realism plus relativistic limits
on causation—was debated by Einstein and Bohr using metaphysical
arguments and recently has been rejected by Bell tests*~” that closed
all technical loopholes’ For example, the ‘detection-efficiency loop-
hole’ describes the possibility that the observed statistics are inaccurate
owing to selection bias, and is closed by using high-efficiency detection
and statistical methods that include all trials in the analysis. Recent
work on device-independent quantum information'® shows how Bell
inequality violation (BIV) can also challenge causal determinism!7,
another topic that was formerly accessible only by metaphysics!®.
Central to both applications is the use of free variables to choose
measurements: in the words of Aaronson'?, “Assuming no preferred
reference frames or closed timelike curves, if Alice and Bob have
genuine ‘freedom’ in deciding how to measure entangled particles, then
the particles must also have freedom’ in deciding how to respond to
the measurements”.

Previous Bell tests used physical devices?®?! to ‘decide’ for Alice and
Bob, and thus demonstrated only a relation among physical processes: if
some processes are ‘free’ in the required sense (see Methods, ‘Freedom’
in Bell tests), then other processes are similarly ‘fre€’ In the language of

strong Bell tests, this conditional relation leaves open the freedom-of-
choice loophole (FOCL), which describes the possibility that ‘hidden
variables’ influence the setting choices. Because we cannot guarantee
such freedom within local realism, the tests must assume physical
indeterminacy in the hidden-variable theory®. Laboratory methods
can tighten, but never close, this loophole®=®.

Gallicchio, Friedman and Kaiser?? have proposed choosing set-
tings by observing cosmic sources at the edge of the visible Universe.
A BIV under such conditions could only be explained within local
realism if events across history conspired to produce the measured
outcomes®*?%, Bell himself argued that human choices could be con-
sidered ‘free variables’ in a Bell test® (see Methods, John Stewart Bell
on ‘free variables’), and noted the impracticality of using humans
with 1970s’ technologies. Here we implement Bell’s idea, using mod-
ern crowd-sourcing, networking and gamification'* techniques. In
this BIG Bell Test (BBT), Alice and Bob of Aaronson’s formulation
are real people. Assuming no faster-than-light communication, such
experiments can prove the conditional premise that if human will is
free, there are physical events (the measurement outcomes in the Bell
tests) that are intrinsically random, that is, impossible to predict®>.
We note that although this argument in no way uses the theory of
quantum mechanics, it arrives at one of the theory’s most profound
claims. Intrinsic randomness supported by a BIV is central to device-
independent quantum technologies!'®2.

It is perhaps surprising that human choices, which are known to
contain statistical regularities?, are suitably unpredictable for a Bell
test. Recent works on the statistical analysis of Bell tests®**?? show that
sequence randomness—that is, the absence of patterns and correlations
in the sequence of choices—is not, per se, a requirement for the rejec-
tion of local realism. Rather, statistical independence of choices from
the hidden variables that describe possible measurement outcomes is
required (see Methods, ‘Freedom’ in Bell tests). This independence
can fail in different ways, which are categorized into named loopholes.
The ‘locality loophole’ describes the possibility that a choice at one
station could influence a measurement result at the other station. The
term ‘locality’ reflects one way of blocking this possibility, by space-like
separation of the choice and measurement events (see Methods, Use
of freedom-of-choice loophole’ and ‘locality loophole’ in this work).

Patterns strongly affect statistical strength in experiments that aim to
close the locality loophole by space-like separation—they allow current
choices to be predicted from earlier choices, which have had more time
to reach the distant measurement. As described below, the BBT tightens
the locality loophole by using many independent experiments instead
of space-like separation. Furthermore, the human capacity for free
choice removes the need for assumptions about physical indetermin-
ism, allowing the FOCL to be closed. Thus, although human choices
show imperfect sequence randomness, they nonetheless enable a strong
rejection of local realism with the BBT strategy.

A major obstacle to a Bell test with humans has been the difficulty in
generating enough choices for a statistically significant test. A person
can generate roughly three random bits per second, while a strong
test may require millions of setting choices in a time span of minutes
to hours, depending on the speed and stability of the experiment. To
achieve such rates, we crowd-sourced the basis choices, recruiting about

*A list of authors and their affiliations appears at the end of the paper.
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Fig. 1 | Structure of the BBT. a, Human participants, or Bellsters, enter
0s and 1s in an online video game that incentivizes sustained generation
of unpredictable input. Image: ICFO/Maria Pascual (Kaitos Games).

b, Experiments use Bellster-generated bits to control measurement-
defining elements, such as wave-plates for photons or microwave pulses
for matter qubits. Shown is a micrograph of superconducting qubits used
in experiment (7), with the measured Clauser-Horne-Shimony-Holt
Bell parameter S mid-way through the BBT. ¢, A cloud-based networking

100,000 participants, the ‘Bellsters, over the course of the project. Each
choice made by a participant, encoded as a bit (0 or 1), was entered in
an internet-connected device, such as the participant’s mobile phone.
Servers relayed these bits to the 13 experiments (see Fig. 1), which used
them to determine individual settings without re-use (except experi-
ment (2)). To encourage participants to contribute a larger number
of more unpredictable bits, the input was collected in the context of
a video game, The BIG Bell Quest (available at https://museum.the-
bigbelltest.org/quest/), implemented in JavaScript to run directly in a
device’s web browser.

The BIG Bell Quest was designed to reward sustained, high-rate
input of unpredictable bits, while being engaging and informative
(see Methods, Gamification). An interactive explanation first describes
quantum nonlocality and the role played by participants and experi-
menters in the BBT. The player is then tasked with entering a given
number of unpredictable bits within a limited time. A machine learning
algorithm (MLA) attempts to predict each input bit by modelling the
user’s input as a Markov process and updating the model parameters
using reinforcement learning (see Methods, Prediction engine). Scoring
and level completion reflect the degree to which the MLA predicts
the player’s input, motivating players to consider their own predict-
ability and take conscious steps to reduce it. However, the MLA does
not act as a filter, and all input is passed to the experiments. Bellsters’
input showed unsurprising deviations from ideal randomness®’; for
example, P(0) ~ 0.5237 (bias towards 0), whereas adjacent bits show
P(01) 4+ P(10) ~ 0.6406 (excess of alternation).

Modern video-game elements were incorporated to boost engage-
ment (animation and sound), encourage persistent play (progressive
levels, ‘power-ups, ‘boss battles’ and leaderboards) and to recruit new
players (group formation and postings to social networks). Different
level scenarios illustrate the key elements of the BBT (human input,
global networking and measurements on quantum systems), and boss
battles against the Oracle (see Methods) convey the conceptual chal-
lenge of unpredictability. Level completion is rewarded with (i) a report
on how many bits from that level were used in each experiment run-
ning at that time, (ii) a ‘curious fact’ about statistics, Bell tests or the
various experiments and, if the participant is lucky, (iii) one of several
videos recorded in the participating laboratories, explaining the exper-
iments. The game and BBT website are available in Chinese, English,
Spanish, French, German, Italian and Catalan, making them accessible
to roughly three billion speakers of these languages.

To synchronize participant activity with experimental operation, the
Bell tests were scheduled to take place on a single day, Wednesday 30
November 2016. The date was chosen so that most schools worldwide
would be in session and to avoid competing media events, such as the
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system integrates the activities shown in a and b, serving game elements to
Bellsters, distributing input bits to connected laboratories and providing
in-game feedback about the experimental use of the player’s input.
Through this system, Bellsters are given direct—although brief—control
of the experimental apparatus, so that each measurement setting is
determined by a single human choice, which is traceable to a given user
and time of entry (see Methods, Networking strategy and architecture).

US presidential election. Participants were recruited through a variety
of channels, including traditional and social media, as well as school
and science museum outreach programmes, with each partner insti-
tution handling recruitment in their familiar geographical regions and
languages. The media campaign focused on the nature of the experi-
ment and the need for human participants. The press often communi-
cated this with headlines such as “Quantum theory needs your help”
(China Daily). A first, small campaign in early October 2016 began
spreading the story by word of mouth and a second, large campaign
on 29-30 November of that year was made to attract a wide partici-
pant base. The media campaign generated at least 230 headlines in the
printed and online press, radio and television.

The data networking architecture of the BBT, shown in Fig. 1,
includes elements of instant messaging and online gaming and is
designed to efficiently serve a fluctuating number of simultaneous users
that is not known in advance and could range from 10 to 100,000.
A gaming component handles the BBT website, participant account
management, delivery of the game code (JavaScript and video), score
records and leaderboards. In parallel, a messaging component handles
data conditioning, streaming to experiments and reporting of parti-
cipant choices generated via the game. Horizontal scaling is used in
both components; participants do not connect to the servers directly,
but connect to dynamic load balancers that spread the input among a
pool of servers that are dynamically scaled in response to the load. The
timing of input bits (but not their values) was used to identify robot
participants and remove their input from the data stream, although
game operation was unchanged to avoid alerting the robots’ masters.
A single, laboratory-side server received data from the participant-side
servers, concatenated the user input and streamed it to the laboratories
at laboratory-defined rates (see Methods, Networking strategy and
architecture).

According to global time zoning, 30 November defines a 51-h win-
dow, from 0:00 uTc (coordinated universal time) plus 14 h (for exam-
ple, Samoa) to 23:59 uTc minus 12h (for example, Midway Island).
Nevertheless, most participants contributed during a 24-h window cen-
tred on 18:00 utc. The recruitment of participants was geographically
uneven, with a notable failure to recruit large numbers of participants
from Africa. Despite this, the latitude zones of Asia—Oceania, Europe-
Africa and the Americas had comparable participation, which proved
important for the experiment. As shown in Fig. 2, input from any single
region dropped to low values during the local early morning but was
compensated by high input from other regions, resulting in a sustained
high global bitrate. Over the 12-h period from 09:00 uTc to 21:00 uTC
on 30 November 2016, the input exceeded 10° bits per second, allow-
ing the majority of the experiments to run at their full speeds. Several
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Fig. 2 | Geography and timing of the BBT. a, Locations of the 13 BBT
experiments, ordered from east to west. The index numbers label the
experiments, which are summarized in Table 1. Shading shows total
sessions by country. Eight sessions from Antarctica are not shown. Map
created by G. Colangelo using data from OpenStreetMaps, rendered

in Wolfram Mathematica. b, Temporal evolution of the project. The

top graph shows the number of live sessions versus time for different-
continent groups, which exhibits a large drop in the local early morning
in each region. The spike in the participation of the Asian group around
11:00 utc coincides with a live-streamed event in Barcelona, hosted by

experiments posted their results live on social networks. Owing to their
high speeds, experiments (12) and (13) accumulated participants’ input
to use in short bursts. As determined by separate tests, for example of
interference visibility, experiments (9) and (12) were not in condition
to observe a BIV on the day of the event; they reported later results
using stored input.

Because the Earth has a diameter of only 43 light milliseconds,
human choices are too slow to be space-like separated from the meas-
urements. This leaves open the locality loophole regarding the influ-
ence of choices on remote detection. Influence of Alice’s measurement
setting on Bob’s detection (and vice versa) is nonetheless excluded by
space-like separation in experiments (3) and (13) (see Supplementary
Information). To tighten the locality loophole, we employ a strategy
that we call the BIG test; namely, the use of many simultaneous Bell
tests in widely separated locations and using different physical systems,
with each experiment’s apparatus constructed and operated by different
experimental teams. The only hidden-variable theories that escape this
tightening are those in which choices can simultaneously influence hid-
den variables in many differently constructed experiments to produce
a BIV in each one. This strategy is strengthened by using the same bits
in many experiments, as described above.

The set of 13 BBT experiments, including true Bell tests and other
realism tests requiring free choice of measurement, are summarized
in Table 1 and described in Supplementary Information. Experiments
(1)-(5), (8) and (11)-(13) used entangled photon pairs, (6) used
entanglement between single photons and single atoms, (9) used
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1 December (uTc)

D. Jiménez and the CosmoCaixa science museum, re-broadcast live in
Chinese by L.-F. Yuan and the University of Science and Technology

of China (USTC). The middle graph shows the number of connected
laboratories versus time, divided into experiments using only photons
and experiments with at least one material component (such as atoms or
superconductors). The bottom graph shows the input bitrate versus time.
The data flow remains nearly constant despite regional variations, with
Asian Bellsters handing off to Bellsters from the Americas in the critical
period 12:00-00:00 uTc. Session data from Google Analytics.

entanglement between single photons and atoms and experiment (7)
used entangled superconducting qubits. Experiments (7) and (13) used
high-efficiency detection to avoid the fair-sampling assumption, thus
closing simultaneously the detection-efficiency loophole and the FOCL.
Experiment (5) demonstrated a violation of bilocal realism, and (10)
violated a Bell inequality for multi-mode entanglement. Experiment (1)
demonstrated quantum steering and (2) investigated temporal quan-
tum correlations with a three-station measurement. Experiment (12)
closed the post-selection loophole that is typically present in Bell
tests based on energy-time entanglement. The analysis of the
experimental results of (3) sets bounds on how well a measurement-
dependent local model would have to predict Bellster behaviour to
produce the observed results*®. Experiments (3), (4), (6) and (13) tested
whether human-generated measurement choices gave different results
from machine-generated ones. Most experiments observed statistically
strong violations of their respective inequalities, supporting the rejec-
tion of local realism in a multitude of systems and scenarios.

In summary, on 30 November 2016, a set of 13 Bell tests and sim-
ilar experiments using photons, single atoms, atomic ensembles and
superconducting devices, demonstrated strong disagreement with
local realism, using measurement settings chosen by tens of thousands
of globally distributed human participants. The results also showed
empirically that measurement-setting independence—here provided
by human agency—is in strong disagreement with causal determin-
ism'7"1, a topic formerly accessible only by metaphysics. The experi-
ments reject local realism in a wide variety of physical systems and
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Table 1 | Experiments carried out as part of the BBT, ordered by longitude, from east to west

Experiment  Lead Institution Location Entangled system Rate (bps)  Inequality Result Stat. sig.

[¢D) Griffith University Brisbane, Australia Photon polarization 4 S16<0.511 S16=0.965+0.008 570

) University of Brisbane, Australia Photon polarization 3 S| <2 Saz=2.75+0.05 150

Queensland & EQUS Sgc=2.794+0.05 160

®3) UsTC Shanghai, China Photon polarization 108 PRBLG3C lp=0.10+0.05 N/A

4) 1QOQI Vienna, Austria Photon polarization 161x10% |S|<2 SHrN=2.639+0.008 8lo
Sorn=12.643+0.006 1160

5) Sapienza Rome, Italy Photon polarization 0.62 B<1 B=1.2254+0.007 320

(6) LMU Munich, Germany Photon-atom 1.7 S| <2 SHrN=2.427 +£0.0223 190
Sorn=2.413+0.0223 18.50

) ETHZ Zurich, Switzerland Transmon qubit 3x103 S| <2 §=2.3066+0.0012 P<10-%°

8) INPHYNI Nice, France Photon time bin 2x 103 S| <2 §=2.431+0.003 1400

9) ICFO Barcelona, Spain Photon-atom ensemble 125 S| <2 §$=2.29+0.10 2.9¢

(10) ICFO Barcelona, Spain Photon multi-frequency bin 20 S| <2 $=2.25+0.08 310

(11) CITEDEF Buenos Aires, Argentina  Photon polarization 1.02 [S| <2 $=2.55+0.07 7.8c

(12) UdeC Concepcion, Chile Photon time bin 5.2x10% S| <2 §=2.43+0.02 200

(13) NIST Boulder, USA Photon polarization 10° K<O0 K=(1.65+£0.20)x10"* 87¢

Descriptions of the experiments are given in Supplementary Information. Stat. sig., statistical significance; indicates the number of standard deviations assuming independent and identically
distributed trials, unless otherwise indicated. Rate indicates the peak rate (in bits per second, bps) at which bits were used by the experiments. Owing to the limited rate of Bellster input, some
experiments had dead times. B, K, S, Sag, Sac, Sirn @and Sqrw indicate Bell parameters for the respective experiments and Si¢ is the steering parameter (see Supplementary Information). lp indicates the
minimum Putz-Rosset-Barnea-Liang-Gisin measure of setting—choice independence, consistent with the observed BIV.

USTC, University of Science and Technology of China; EQUS, Centre for Engineered Quantum Systems; IQOQI, Institute for Quantum Optics and Quantum Information; INFYNI, Institut de Physique

de Nice; ICFO, Institut de Ciencies Fotoniques; LMU, Ludwig-Maximilians-Universitat; ETHZ, ETH Zurich; CITEDEF, Institute of Scientific and Technical Research for Defence; UdeC, University of

Concepcién; NIST, National Institute of Standards and Technology.

scenarios, set the groundwork for Bell-test-based applications in quan-
tum information, introduce gamification to randomness generation
and demonstrate global networking techniques by which hundreds
of thousands of individuals can directly participate in experimental
science.

Online content

Any Methods, including any statements of data availability and Nature Research
reporting summaries, along with any additional references and Source Data files,
are available in the online version of the paper at https://doi.org/10.1038/s41586-
018-0085-3.
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METHODS

Local realism, Bell parameters, Bell inequalities. In their 1935 article®!, Einstein,
Podolsky and Rosen employed notions of locality (actions or observations in one
location do not have immediate effects in other locations) and realism (observ-
ables have values even if we do not observe them) to argue that quantum the-
ory was incomplete and could, in principle, be supplemented with information
about which outcomes actually occur in any given run of an experiment. Bell
formalized these notions by defining local hidden-variable models (LHVMs), a
class of non-quantum theories that are simultaneously local and realistic. We con-
sider the simplest case, of two systems measured by two observers, Alice and Bob.
We write x(y) to represent Alice’s (Bob’s) measurement setting, a(b) to represent
their measurement outcomes, and A to represent the hidden variable—something
that we cannot measure, but we include in the model to explain why a and b take
on particular values. The predictions of any such bipartite LHVM are given by

P(a, bly) = 3 Plaks, VPl NPV M
A

where P(- | -) indicates a conditional probability. That is, the probability of get-
ting outcome a and b when Alice and Bob measure x and y, respectively, can be
expressed in terms of the local conditional probabilities P(a | x, A) and P(b | y, ).
A is averaged over, because of our ignorance of the value of this hidden variable.
If the probabilities P(a | x, A) and P(b | y, \) are restricted to 0 or 1, then we have
a deterministic LHVM, in which ), x and y fully determine the outcomes a and
b. Such LHVMs are explicitly realistic in the Einstein-Podolsky-Rosen sense.
Locality is also explicit in the model. For example, P(a | x, A) depends on neither b
nor y, so that the events at Bobs station have no influence on Alice’s measurement
outcome a. A mathematical notion of ‘freedom’ is implicit in the LHVM; x and
y are included as free parameters and not, for example, as functions of \. If
P(a|x, A\)and P(b | y, \) are allowed to take intermediate values, we speak of a non-
deterministic LHVM. Because the unknown P(\) can take on intermediate values,
deterministic and non-deterministic LHVMs are equivalent, and from here on we
do not use this distinction.

This class of models, which by construction embody the Einstein—-Podolsky-
Rosen assumptions, was shown by Bell to be incapable of reproducing the pre-
dictions of quantum mechanics. For example, if Alice’s and Bob’s local systems
are spin-1/2 particles in a singlet state, then their measurements (assumed to be
ideal) will agree—that is, they will show that they are both spin-up or both spin-
down—with probability

¢4,
2

where ¢, — ¢, is the angle between Alice’s and Bob’s analysis directions.
Equation (1) cannot reproduce all the features of this distribution. No choice of
P(a|x, \), P(b| y, A) and P()\) can give a probability P(a, b | x, y) that simulta-
neously depends on the difference ¢, — ¢,, has high visibility (ranging from 0 to
1) and is sinusoidal.

This difference is efficiently captured by Bell inequalities. A Bell parameter is a
linear combination of conditional probabilities P(a, b | x, y), and a Bell inequality
indicates the bounds (within the class of LHVMs) of a Bell parameter. Typically, the
Bell inequalities of interest are those that are not obeyed by quantum mechanics,
that is, those for which quantum correlations can be strong enough to violate the
Bell inequality. Bell's theorem shows that there are such inequalities and thus that
quantum mechanics cannot be ‘completed” by hidden variables.

Bell inequalities also enable experimental tests of local realism. A Bell test is an

experiment that makes many spatially separated measurements with varied settings
to obtain P(a, b | x, y) estimates that appear in a Bell parameter. If the observed
Bell parameter violates the inequality, one can conclude that the measured systems
are not governed by any LHVM. We note that this conclusion is always statistical
and typically takes the form of a hypothesis test, leading to a conclusion of the
form ‘assuming nature is governed by local realism, the probability to produce the
observed BIV (or a stronger one) is P(observed or stronger | local realism) < p’.
This p value is a key indicator of statistical significance in Bell tests.
‘Freedom’ in Bell tests. The use of the term ‘free’ to describe the choices in a Bell
test derives more from mathematical usage than from its usage in philosophy,
although the two are clearly related. Bell® (see Methods, John Stewart Bell on ‘free
variables’) states that his use of ‘free will’ reflects the notion of ‘free variables, that is,
externally given parameters in physical theories, as opposed to dynamical variables
that are determined by the mathematical equations of the theory.

Any realistic LHVM is described by equation (1). The mathematical require-
ments for the relevant freedom’ are made evident by a more general description,
in which the local realistic model includes also x and y and thus specifies the joint
probability

P(agreeld, ¢,) = P(1, 1|¢, ¢,) + P(L, L1, &) = sinz[
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Using the Kolmogorov definition of conditional probability, P(A, B) = P(A | B)P(B),
we find that equation (2) is reduced to equation (1), provided that P(x, y | \) = P(x, y),
that is, provided that the settings are statistically independent of the hidden
variables. According to Bayes’ theorem, this condition can be written as P(\ | x, y) =
P(A) and P(x, y, A\) = P(x, y)P(\). This condition is known in the literature as the
freedom-of-choice assumption, although it implies more than just free choices.
A more accurate term might be ‘measurement setting-hidden-variable independ-
ence. We note that this condition does not require x to be independent of y, nor
does it require P(x, y) to be unbiased. Similar observations emerge from the more
complex calculations needed to assign p values to observed data in Bell tests®.

The above describes the sense in which the basis choices should be ‘free. The
desideratum is independence from the hidden variables that describe the particle
behaviours, keeping in mind that the choices and measurements could, consistent
with relativistic causality, be influenced by any event in their backward light-cones.
Because the setting choices and the measurements will always have overlapping
backward light-cones, it is impossible to rule out the possibility of a common past
influence through space-time considerations. If human choices are free, however,
such influences are excluded. We also note that complete independence is not
required, although the tolerance for interdependence can be low***>33, The theory
that the entire experiment, including choices and outcomes, is pre-determined
by initial conditions is known as superdeterminism. Superdeterminism cannot
be tested*.

A very similar concept of ‘freedom’ applies to the entangled systems measured
in a Bell test. A BIV with free choice and under strict locality conditions implies
either indeterminacy of the measurement outcomes or faster-than-light commu-
nications and thus closed time-like curves'®!8, If Bobs measurement outcome is
predictable based on information available to him before the measurement, and
if it also satisfies the condition for a BIV (namely, a strong correlation with Alice’s
measurement outcome that depends on his measurement choice), then Bob can
influence the statistics of Alice’s measurement outcome and thus communicate
with her, despite being space-like separated from her. Considering that Bob could
in principle have information on any event that occurs in his backward light cone,
this implies (assuming no closed time-like curves) that Bob’s measurement out-
come must be statistically independent of all prior events.

In this way, we see that freedom, understood as a behaviour statistically inde-
pendent of prior conditions, appears twice in a Bell test; first as a requirement on
the setting choices and second as a conclusion about the nature of measurement
outcomes in entangled systems. These two are linked, in that the second can be
demonstrated if the first is present.

Previous tests using physical randomness generators to choose measurement

settings have thus demonstrated a relationship between physical processes, show-
ing for example*?° that if spontaneous emission is ‘free, then the outcomes of
measurements on entangled electrons are also ‘free’ By using humans to make
the choices, we translate this to the human realm, showing that, in the words of
Conway and Kochen?, “if indeed there exist any experimenters with a modicum
of free will, then elementary particles must have their own share of this valuable
commodity”. Here, ‘experimenters’ are those who choose the settings, that is, the
Bellsters. See the main text for a discussion of the locality loophole when using
humans.
John Stewart Bell on ‘free variables’. A brief but informative source for Bell’s
positions on setting choices is an exchange of opinions with Clauser, Horne and
Shimony in articles titled “The theory of local beables™ and ‘Free variables and local
causality’®®. In the first of these articles, Bell very briefly considers using humans
to choose the measurement settings

It has been assumed [in deriving Bell’s theorem] that the settings of instruments are
in some sense free variables - say at the whim of experimenters - or in any case not
determined in the overlap of the backward light cones.

whereas in the second article, Bell defends this choice of method and compares it
against ‘mechanical’—that is, physical—methods of choosing the settings

Suppose that the instruments are set at the whim, not of experimental physicists, but
of mechanical random number generators. Indeed it seems less impractical to envisage
experiments of this kind...

Bell proceeds to consider the strengths and weaknesses of physical random-
number generators in Bell tests, offering arguments about why under ‘reasonable’
assumptions, physical random-number generators might be trusted. Nonetheless,
he concludes

Of course it might be that these reasonable ideas about physical randomizers are just
wrong - for the purpose at hand. A theory might appear in which such conspiracies

© 2018 Macmillan Publishers Limited, part of Springer Nature. All rights reserved.
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inevitably occur, and these conspiracies may then seem more digestable than the non-
localities of other theories.

In summary, Bell distinguishes different levels of persuasiveness, noting that
physical setting-generators, while having the required independence in many local
realistic theories, cannot be expected to do so in all such theories. In contemporary
terminology, what he argues is that physical-setting generators can only tighten,
not close, the FOCL.

Bell also defends his use of the concept of ‘free will’ in a physics context,
something that had been criticized by Clauser, Horne and Shimony. Bell writes

Here I would entertain the hypothesis that experimenters have free will [...] it seems to
me that in this matter I am just pursuing my profession of theoretical physics.

A respectable class of theories, including contemporary quantum theory as it is
practiced, have ‘free ‘external’ variables in addition to those internal to and conditioned
by the theory. These variables provide a point of leverage for ‘free willed experimenters,
if reference to such hypothetical metaphysical entities is permitted. I am inclined to pay
particular attention to theories of this kind, which seem to me most simply related to
our everyday way of looking at the world.

Of course there is an infamous ambiguity here, about just what and where the free
elements are. The fields of Stern-Gerlach magnets could be treated as external. Or such
fields and magnets could be included in the quantum mechanical system, with external
agents acting only on the external knobs and switches. Or the external agents could be
located in the brain of the experimenter. In the latter case the setting of the experiment
is not itself a free variable. It is only more or less correlated with one, depending on how
accurately the experimenter effects his intention.

It is clear from the last three sentences that Bell considers human intention—
that is, human free will—to be a ‘free variable’ in the context of the discussion.
That is, he believes human intention fulfils the assumptions of Bell’s theorem, as
do experimental settings faithfully derived from human intention.

Use of ‘freedom-of-choice loophole’ and ‘locality loophole’ in this work. As
noted above, a statistical condition used to derive Bell’s theorem is P(x, y, \) =
P(x, y)P(\), where x and y are choices and )\ describes the hidden variables. This
statistical condition, known as the freedom of choice assumption, does not dis-
tinguish between three possible scenarios of influence: the condition could fail if
the choices influence the hidden variables, if the hidden variables influence the
choices or if a third factor influences both the choices and the hidden variables>>13.
According to Bayes’ theorem, equivalent forms are P(x, y | \) = P(x, ), which
expresses the fact that knowing A does not give information about (x, y), and
P(X| x, y) =P()), which expresses the fact that knowing (x, y) does not give infor-
mation about \. The latter relationship makes clear that influence (in either direc-
tion) is incompatible with the freedom of choice assumption. The term used for this
condition should not be taken literally; the condition can be false even if the choices
are fully free, in the sense of being independent of all prior conditions. This occurs,
for example, if the choices are made freely but then influence the hidden variable.

By long tradition, ‘locality loophole’ is the term given to the possibility of influ-
ence from Alice’s (Bob’s) choices or measurements to Bob’s (Alice’s) measurement
outcomes. The term ‘freedom-of-choice loophole’ was introduced in Scheidl et al.'?
to describe the influence of hidden variables on choices. The exact definition was
“the possibility that the settings are not chosen independently from the properties
of the particle pair”. We note that this formulation centres on the act of choosing
and its independence, which (assuming relativistic causality, an element of local
realism) can only be violated by influences from past events, not future events.
These loophole definitions employ the concept of influence, which is directional, to
explain how the non-directional relation of independence can be broken. Similarly
directional definitions have recently been applied to experiments using cosmic
sources?>?4,

Our use of the term in this paper follows the definition of Scheidl et al.'®

described above: FOCL refers to the possibility of choices being influenced by any
combination of hidden variables or other factors within the backward light cone of
the choice, whereas the possibility of choices influencing hidden variables, which
necessarily occur in the forward light cone of the choice, is included in the locality
loophole. Such a division, in addition to fitting the common-sense notion of free
choice, avoids counting a single possible channel of influence in both FOCL and
the locality loophole.
Status of the FOCL. After recent experiments simultaneously closed the locality,
detection-efficiency, memory, timing and other loopholes*”7, the FOCL remains
open. Space-time considerations can eliminate the possibility of such influence
from the particles®®!*%7, or from other space-time regions*”, to the choices, but
not the possibility of a sufficiently early prior influence on both the choices and
the particles. To motivate freedom of choice in this scenario, well characterized
physical randomizers?*?! have been used to choose settings.

In some experiments*S, the physical assumption is that at least one of (i) sponta-
neous emission, (ii) thermal fluctuations and (iii) classical chaos® is uninfluenced

by prior events and thus unpredictable even within local realistic theories. In other
experiments”'>373, the physical assumption is that photodetection is similarly
uninfluenced. While still requiring a physical assumption, and thus not closing the
FOCIL, this strategy tightens the loophole in various ways. First, by using space-like
separation to rule out influence from certain events (for example, entangled pair
creation) and from defined space-time regions. Second, by using well characterized
randomness sources, for which the setting choice is known to faithfully derive
from a given physical process, it avoids assumptions about the predictability of
side-channel processes. Third, in the case of refs. “%°, by using a physical variable
that can be randomized by each of several processes, the required assumption
is reduced from ‘x is uninfluenced’ to ‘at least one of x, y and z is uninfluenced.
Prediction engine. Generation of random sequences by humans has been stu-
died in the field of psychology for decades®”*. Early studies showed that humans
perform poorly when asked to produce a random sequence, choosing in a biased
manner and deviating from a uniform distribution. In ref. ** it was shown that
humans playing competitive, zero-sum games that reward uniform random
choices tend to produce sequences with fewer identifiable biases. One such game
is matching pennies: players must simultaneously choose between heads or tails;
one player wins if the results are equal and the other player wins if the results are
different. This is a standard two-person game used in game theory*! (see also
ref. *2) with a mixed-strategy Nash equilibrium: as both players try to outguess each
other, by behaving randomly, they do not incentivize the other player to change
their strategy.

The BIG Bell Quest reproduces the coin-matching game, with an MLA playing
the part of the opponent. The MLA operates on simple principles that human
players could employ; it maintains a model of the tendencies of the opponent,
noting, for example, that ‘after choosing 0 and 0, the opponent usually chooses 1
as the next bit. The MLA strategy operates with very little memory, mirroring the
limited short-term memory of humans.

Formally, we write x; € {0, 1} for the ith input bit, Sy = {xy, ..., xi} for a sequence
of k input bits, and P = {xj, Xjfpr o Xy o} for alength-L sub-sequence of Sk
starting from bit j. Given Sy as input, the algorithm predicts the value of x;.; € {0, 1}
that maximizes

max

(L)
X q|xp
Le[l,Lmax]fL( er 1% L4 1) 3)

where festimates the probability of x following x in Sk

#xI I —xx, 1<i<k-L}
#{xi(L):x(L):x, 1<i<k-L}

i

£, (xlx) = 4

where || indicates concatenation and #A indicates the number of elements in set
A. Equations (3) and (4) mean that the prediction algorithm identifies the most
frequently input sequence, of length Ly« + 1 or shorter, that the player can form
when adding the bit x ;, and predicts that the player will produce the bit needed
to complete that sequence. L,y is chosen to be 3, reflecting the limited memory
of a human opponent in the coin-matching game.

In equation (4), the estimator f;(x | x) of the probability that x follows x in Sk is
based on modelling the user’s input as a Markov process**. The MLA keeps a run-
ning estimate Ty (2| y), updated with each new input bit, of the matrix describing
the probabilities of transitions among length-L words, from word y to word z. The
estimates are simply the observed frequency of transitions in Sy. The MLA then
obtains f; as a marginal probability distribution: the probability of the first bit of z
being x, conditioned on the tail of S being y (See Extended Data Fig. 1).
Networking strategy and architecture. The BBT required reliable, robust and
scalable operation of two linked networking tasks: providing the BIG Bell Quest
video game experience, as well as live aggregation and streaming of user input to
the running experiments. From a networking perspective, the latter task resembles
an instant messaging service, with the important asymmetry that messages from a
large pool of senders (the Bellsters) are directed to a much smaller pool of recipients
(the laboratories). The network architecture, shown in Fig. 1c, was implemented
using Amazon Web Services Iaa$S (Infrastructure as a Service) products.

In the messaging component, we employed a two-layered architecture, shown
in Fig. 1c. In the first layer, BBT nodes received input bits from the users and per-
formed a real-time health check (described below) to block spamming by robot
participants. The data were then sent to the second layer, a single-instance hub
node that concatenated all the bits from the first stage and distributed them to the
laboratories. The communication between the two layers was implemented using
a memcache computation node to maximize speed and to simplify the synchro-
nization between the two layers.

The gaming task was handled by a single layer of game nodes and a database.
To protect the critical messaging task from possible attacks on the gaming compo-
nents, we used separate instances to handle back-end gaming tasks, such as user
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information and rankings, and to handle back-end tasks in the messaging chain,
such as data logging. Load balancers, networking devices that distribute incoming
traffic to a scalable pool of servers, were used in both the gaming and messaging
front ends to avoid overloading. This design pattern is known as horizontal scaling,
and is a common practice in scalable cloud systems.

This specific architecture was not available as a standard service from web service

providers, but was readily constructed from standard component services. The
architecture is not specific to the low-bitrate manual input collected for the BBT
and could easily be adapted to other data that can be collected by personal devices,
for example, audio or acceleration. The architecture was designed to solve a prob-
lem specific to time-limited projects with crowd-sourced input: owing to the single-
day nature of the BBT, the unknown number and geography of the participants
and the possibility of hackers or spammers, it was not practical to test the system
under full-load conditions before the event itself. The two-layer architecture helped
maintain all the critical servers isolated and independently operating and helped
us to scale up the system smoothly when traffic increased. In the event, the traffic
surpassed our initial estimates, and we deployed three additional BBT nodes at
09:00 utc (when Europe was waking up) with no interruption of service. Such
scaling up is expected to be critical for projects (for example, ref. **) that combine
laboratory experimentation, which tends to be time-limited because of stability
and resource considerations, with crowd-sourcing, which usually entails unknown
and fluctuating demand.
BBT nodes. The first layer of computing resources received data from Bellsters—or,
more precisely, from The BIG Bell Quest running in browsers on their computers
and devices. A variable number of servers running the same software functionali-
ties were placed behind a pre-warmed load balancer that was prepared to support
up to 10,000 simultaneous connections. Users connected to the load balancer via
a public URL end-point and sent the data from their browsers using websocket
connections. This first layer of servers aggregated the data from each connection
(that is, from each user) in independent buffers during a 0.5-s interval.

A simple but important ‘health check’ was performed to identify and block

high-speed robotic participants. If a given user contributed more than 10 bits in a
single 0.5-s interval, corresponding to a rate of more than 20 keypresses per second,
the user account was flagged as being non-human, and all subsequent input from
that user was removed from the data stream. No feedback was provided to the
users if their account was flagged, to avoid leaking information about the blocking
mechanism. This method could potentially ban honest users because of networking
delays and other timing anomalies, but was necessary to prevent the greater risk of
the data stream being flooded with robotic input.
Hub node. The hub node aggregated the data from all the BBT nodes and also
handled the connection to the laboratories. In contrast to the BBT nodes, which
had to service connections from an unknown and rapidly changing number of
users, the hub node aggregated data from a small and relatively stable number of
trusted instances. Overall, the two-layer design simplified the networking task
of delivering input from a large and variable number of users to end points (the
laboratories) receiving aggregated data streams at variable rates.

Laboratories connected to the hub requested to receive random bits from the

Bellsters, which were distributed after aggregating four of the 0.5-s batches from
the BBT nodes, that is, in intervals of 2 s. At the end of each interval, bits were sent
to each running experiment. If an experiment had requested N bits, it was sent bits
{x0, X1,..., Xn_1}, that is, the earliest bits to arrive in that interval. Thus, the same bits
were used simultaneously in many experiments. This helped to tighten the locality
loophole, because an influence from the input bits on the measurements would
have to operate in the same way in several independent experiments and in several
locations. With the exception of experiments (12) and (13), the sent bits were used
within the next 2-s interval. To run faster than the Bellster input rate, experiments
(12) and (13) operated in burst mode, accumulating bits for a specific time and then
rapidly using them. As with the BBT instances, these connections were established
using websocket connections. When connecting to the hub node, the laboratories
specified their bitrate requirement, which could be dynamically changed. The hub
node then sent a stream of Bellster-generated bits at the requested rate. Archived
bits from BBT participation prior to 30 November were cached locally at the labo-
ratories, so that experiments could continue to run even if the flow of real-time bits
was insufficient or interrupted. During the event, the flux of live bits was sufficient
and no experiments used these pre-distributed bits.
Memcache node. The interface between the BBT nodes and the hub instance was
implemented using a memcache node. While adding an extra computing resource
slightly increased the complexity of the architecture, it added robustness and
simplified operations. The memcache node, in contrast to the BBT and hub nodes,
had no internet-facing functionality, making its operation less dependent on
external conditions. For this reason, both the BBT nodes and the hub node were
registered and maintained on the memcache node, allowing the restart of any of
these internet-facing instances without loss of records or synchronization.
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In addition, as detailed in the next section, there was an additional monitor node

in charge of (i) recording all the random bits sent from the Bellsters to the labo-
ratories and (ii) providing real-time feedback to the Bellsters. This functionality
was isolated from the operations of the hub node. Again, by splitting the moni-
tor and hub instances, a failure or attack in the public and non-critical real-time
feedback functionality had no effect on the main, private and critical random-bit
distribution task.
Monitor node. For analysis and auditing purposes, all of the bits passing through the
first layer of servers were recorded in a database, together with metadata describing
their origin (monitor computing resource in Fig. 1c). In particular, every bit was
stored together with the username that created it and the origin timestamp. The
random bitstreams sent to the individual laboratories were similarly recorded bit
by bit, allowing a full reconstruction of the input to the experiments.

In post-event studies of the input data, we estimated the possible contribu-
tion from potentially machine-generated participations that were not blocked by
the real-time blocking mechanism. We analysed participants whose contribution
were substantial, more than 2 kbit in total, and looked for anomalous timing
behaviours—such as an improbably short time spent between missions and
improbably large number of bits introduced per mission, both of which are limited
by the dynamics of human reactions when playing the game. By flagging parti-
cipants that contributed such anomalous participations as suspicious and cross-
referencing against the bits sent to the experiments, we found that no experiment
received more than 0.1% of the bits from the 11 suspicious participants.

In addition to using the monitor computing resource to store all the information

that was streamed to the laboratories in a database, we also implemented a real-
time feedback mechanism to improve the Bellsters” participation experience. After
accomplishing each mission, users were shown a report on the use of their input at
each of the laboratories running at that moment, as illustrated in Extended Data
Fig. 2d. The numbers shown were calculated as a binomial random process B(#, p;)
with parameters n= N and p;=R;/R, where N is the number of bits introduced by
a user in his/her last mission, R; is the number of bits sent to laboratory i, and R is
the total number of bits entered in the last 0.5-s interval.
Gamification. The BBT required a large number of human-generated random
bits in a short time, thus requiring many participants, rapid input and sustained
participation. The gamification strategy was designed to maximize all of these
factors. Extended Data Fig. 2 shows screenshots of the game.

While still adhering to common conventions of video games (such as levels,
power-ups, boss battles, animations and sound effects), the intended appeal of
The BIG Bell Quest is less its entertainment value than the opportunity to contri-
bute to the BBT experiments and to test one’s unpredictability against a computer
opponent. The game design incorporated internationalization, connection to social
networking, community-building features and a feedback system to inform users
about their contribution to the experiment, all considered essential to attract the
necessary tens of thousands of participants.

The game has a classic challenge-and-reward incentive structure. The chal-
lenge is to produce random bits while avoiding being predicted by the Oracle (see
Extended Data Fig. 2a). This reproduces the ‘penny-matching’ game studied in
psychology!*? and resembles the well known ‘rock—paper-scissors’ game, thus
requiring little explanation. The Oracle is an MLA that predicts player behaviour
based on patterns in past input (described in Methods, Prediction engine). Most
player time was spent in a rapid ‘speed game’ (see Extended Data Fig. 2b), where
the Bellster moves along a road by hitting Os and 1s. This part of the game requires
rapid bit generation (a few bits per second) to complete the level in time. Every
20 bits an indicator shows the player’s ‘unpredictability’ —that is, the percentage
of unpredicted bits entered thus far—and the final score reflects the number of
unpredicted bits, with a power-up multiplier for bits entered during a particular
time window.

The rewards are multiple: at the individual level, the player is given a score for
each level (to encourage a high fraction of unguessed input) and a cumulative
score (to encourage repeated play). At the community level, a sharing platform
offers rankings and a tool to create groups, so that Bellsters can compare their
performance among friends and colleagues. Players can also post their scores to
social networks (Facebook, Twitter or Weibo) at the press of a button (see Extended
Data Fig. 2e and f). At the scientific level, the game provides a report on which
laboratories have used how many of a player’s input and for what purpose (see
Extended Data Fig. 2¢). Finally, the player is occasionally rewarded with a short
video pre-recorded at one of the laboratories, in which experimentalists explain a
part of their experiment. User feedback (see Extended Data Fig. 2e) suggests that
this approach succeeded in making Bellsters feel meaningfully involved in the
project, with a positive effect on retention and propagation.

The speed game-Oracle structure was repeated through three levels of
difficulty, or ‘worlds’ (‘Users, ‘Internet’ and ‘Laboratory’), illustrating the travel of
the bits from the fingers of the Bellsters, through the internet, to the laboratories

© 2018 Macmillan Publishers Limited, part of Springer Nature. All rights reserved.



LETTER

(see Extended Data Fig. 2¢). The times, speeds and required unpredicted-input frac-
tion in each of the levels were adjusted with the help of beta testers to avoid offering
levels of trivial or impossible difficulty. The final Oracle level was objectively
difficult even for an experienced player. To pass, it required n > 20 unguessed bits
in a time period that allowed at most 30 bits to be entered. Even for a sequence of
30 ideal random input bits, the condition n > 20 occurs less than 5% of the time
according to binomial statistics. For 30 bits that are predictable with probability of
0.6, the chance of success drops below 0.003. Nevertheless, several players persisted
and completed the game (see Extended Data Fig. 2f).

Data availability. Experimental data are available upon reasonable request from
the contact author of each experiment, as indicated in the author contributions.
Other project data are available upon reasonable request from the corresponding
author.
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Extended Data Fig. 1 | Markov chains. a, Markov chain for L = 1. States
are represented by circles of different colours, and transitions between
states by arrows coloured as the initial state. The last input bit determines
the state of the predictor. The probability p(a | b) of a transition from state
b to state a is estimated from the sequence Sk. b, Markov chain for L =2,
with four states determined by the last two input bits. The transitions
model the probability p(a, b | ¢, d) that the user will input bits ab, given
that the last two bits were cd. The final prediction is based on the marginal
of the next single bit, which is extracted from these estimated probabilities.
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Extended Data Fig. 2 | Screenshots from The BIG Bell Quest, on the use of the user’s input bits in the running experiments. Blue and
illustrating various game elements. a, The Oracle uses an MLA to predict  red buttons allow instant sharing on social networks Twitter and Weibo,
user input. b, The ‘running’ component of the game, in which participants ~ respectively. e, A social media post sharing participant results. f, A social
are asked to enter a minimum number of bits with a minimum media post by a participant who completed the very difficult last Oracle
unpredicted-input fraction in a limited time. ¢, Sequence of increasing- level. The BIG Bell Quest artwork by Maria Pascual (Kaitos Games). See
difficulty levels, interspersed with Oracle challenges. d, In-game feedback also Methods, Gamification.
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